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Using the Core Curriculum 

Purpose 

The IAIS Insurance Core Principles (ICPs) provide a globally accepted framework for the 
supervision of the insurance sector. The ICPs are suitable to apply to insurance supervision in 
all jurisdictions regardless of the level of development or sophistication of the insurance 
markets and the type of insurance products or services supervised. 

The Core Curriculum provides non-commercial training materials to support insurance 
supervisors as they implement the ICPs. They give insight and background to the ICPs and the 
concepts underlying them. There is also a focus on the practical application of supervisory 
concepts. 

Supervisory practices are constantly evolving reflecting experience and changing 
environments. Consequently, Core Curriculum materials should not be read as providing ‘the 
answer’ to a particular issue, but as providing guidance, approaches and matters to be 
considered by supervisors when they address specific issues in their own particular context. 

Audience 

The key users of the Core Curriculum material include: 

• Trainers of insurance supervisors 

• Individual insurance supervisors, and  

• Other parties interested in sound and effective regulatory and supervisory 
practices.  

Link document 

The Core Curriculum Link document provides a mapping between the ICPs and the Core 
Curriculum modules. As ICPs and/or the Core Curriculum modules evolve, their relationship is 
described by the Link document (see www.iaisweb.org). This allows users to navigate from ICPs 
to relevant Core Curriculum modules and in the opposite direction. 

Learning advice 

Different users have different needs and will use the Core Curriculum modules in different 
ways. The Core Curriculum Learning advice document provides users with suggestions on 
using Core Curriculum materials to meet a variety of needs. You are recommended to use the 
Learning advice document (see www.iaisweb.org) to support your use of the Core Curriculum 
modules. 

http://www.iaisweb.org/
http://www.iaisweb.org/
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This module 

Summary 

The purpose of this Core Curriculum module, 8.2.1 Anti-money laundering and Combating the 
financing of terrorism (AML/CFT), is to illustrate the different ways that the insurance market 
can be manipulated for money laundering (ML) and the financing of terrorism (FT), and how 
these practices can be discouraged. 

Learning objectives 

When you complete this module, you should be able to: 

1 Explain the vulnerabilities of the insurance market to ML/FT  

2 Describe the possible concealment of criminal interests within legitimate insurance 
business structures  

3 Describe possible misuses of legitimate insurance products for ML/FT purposes  

4 Illustrate the transfer of secret profits through insurance products  

5 Explain how insurance of untraceable assets could be used for ML/FT  

6 Describe supervisory activities that could be undertaken for AML/CFT purposes  

7 Show how know-your-customer requirements can discourage ML/FT  

8 Show how money launderers and terrorist financiers could exploit jurisdictional 
issues  

9 Illustrate how a supervisor could cooperate with other authorities for AML/CFT 
purposes  
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1 Description of money laundering and terrorism financing 

1.1 Definition of money laundering 

The term Money laundering (ML) is used to describe a number of techniques, procedures, or 
processes in which funds obtained through illegal or criminal activities are converted into other 
assets so as to conceal their true origin, ownership, or any other factors that may tend to reveal 
an irregularity. The main objective of money laundering is to legitimise income originating 
from these sources.” 

1.2 Definition of terrorist financing 

The term Terrorist financing (TF) can be defined as the wilful provision or collection, by any 
means, directly or indirectly, of funds with the intention that the funds should be used, or in 
the knowledge that they are to be used, to carry out terrorist acts. Terrorism can be funded 
from legitimate income. It often will not be clear at what stage legitimate earnings become 
terrorist assets. 

The process of terrorist financing can also be divided into three stages. 

1.2.1 Stage 1:  Sources are found and funds are gathered 

In this stage, sources are found and funds are gathered. TF comes from two primary sources: 

• Financial support provided by States or organisations with large enough 
infrastructures to collect and then make funds available to the terrorist 
organisation, that is, “State-sponsored” terrorism, or, in more recent times, by 
wealthy individuals.  

• Income from “revenue-generating” activities. These activities could be either 
legal or illegal. Terrorist groups might fund their activities by kidnapping, extortion, 
drug trafficking, smuggling, or various types of fraud. The funding also may involve 
income from legitimate sources. Legal means of “fundraising” could consist of 
donations, regular enterprises, and borrowing money. Some charities are followed 
closely because of their potential or perceived involvement in terrorism. Enterprises 
such as bars or restaurants can generate revenues for the terrorists that control 
these businesses.  

1.2.2 Stage 2:  Funds are transferred to their destination  

In this stage, the funds are transferred to their destinations, or temporarily deposited before 
being used for their intended purpose. Some ways of moving funds from source to destination 
have been witnessed in practice, and these and other methods are discussed later. 
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In this stage, terrorists could try to process funds through financial institutions. Although 
insurance companies are less likely to be misused, even insurance could be a source or used 
to deposit money. Funds could become available through an early surrender of a life policy. 
The destination of the benefits from the policy could be altered by changing the beneficiary 
to the insurance contract. It is not unusual that people use their last wills or life insurance 
policies to leave money to others or to charities. 

1.2.3 Stage 3:  Funds reach their intended destination  

Sometimes funds are used for political or social objectives. Some terrorism movements have 
a political wing that needs to fund propaganda. In addition, some groups have made 
arrangements to support the families of incarcerated or killed terrorists. 

The financial institution may be the source of funds (loan, insurance), or it may serve as an 
intermediary to transfer or deposit the funds. A financial institution may be involved in legal 
money being processed illegal purposes and with illegal funds being processed through its 
organisation with illegal objectives. 

TF sometimes has the features of ML, but, in the case of legal funds being used for illegal 
purposes, this phenomenon can be seen as reverse ML, or “blacking.” In this case, it is the 
intention of the terrorist to interrupt the paper trail to avoid a legitimate source from being 
linked to its illegal use. 

1.3 Placement, layering, and integration 

All insurers and insurance intermediaries are potentially at risk of being misused for ML/FT. 
Criminals look for ways to conceal illegitimate origins of funds. Persons involved in organising 
terrorist acts look for ways to finance these acts. The products and transactions of insurers can 
provide the opportunity to launder money or to finance terrorism. Insurers and intermediaries, 
in particular those insurers and intermediaries offering life insurance or other investment-
related insurance products, could be involved, knowingly or unknowingly, in ML/FT. 

In the original sense of the meaning, ML consists of three stages, which may be effected in 
one or more transactions. Generally, these stages occur in sequence but often overlap: 

1 Placement: is the physical disposal of criminal proceeds. In the case of many 
serious crimes, not only drug trafficking, the proceeds take the form of cash that 
the criminal wishes to insert into the financial system. Placement may be achieved 
by a wide variety of means, according to the opportunities afforded to, and the 
ingenuity of, the criminals and their advisers and network.  

2 Layering: is the separation of criminal proceeds from their sources by the creation 
of layers of transactions designed to disguise the audit trail and provide the 
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appearance of legitimacy. Layering, too, may be achieved by a wide variety of 
means, according to the opportunities afforded to, and the ingenuity of, the 
criminals and their advisers and network.  

3 Integration: is the stage in which criminal proceeds are treated as legitimate. If 
layering has succeeded, integration places the criminal proceeds back into the 
economy in such a way that they appear to be legitimate funds or assets.  

Insurance entities—including reinsurance companies and intermediaries—could be involved, 
knowingly or unknowingly, in ML/FT. If an insurance entity is used for ML and or FT, there 
could be resulting prosecutions, and financial and reputational damage to the operation. 
Therefore, insurance entities should take adequate measures to prevent themselves from 
being misused by money launderers and terrorists and should address possible cases when 
they occur.  

Figure 1. Money laundering stages 

 

1.4 Terms used 

Many of the insurance related terms used in this module are defined in the IAIS Glossary of 
Terms (see www.iaisweb.org). When additional terms are used they are defined in the text.  

The terms regulation and supervision are often used interchangeably, but they mean different 
things. In this module, regulators establish “the rules of the game,” such as regulations and 
guidelines related to an Insurance Act (or Acts). Supervisors are the “referees” whose role is to 

http://www.iaisweb.org/
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oversee that these rules are complied with and deal with the consequences of non-compliance. 
This requires supervisors to apply judgement when making determinations and decisions. 
Understanding the difference between the regulation and supervision is important when 
allocating of responsibilities between regulators and supervisors, especially when they are 
different agencies. 

In this module “supervisor” is used to include both regulators and supervisors. The module 
also assumes that supervisors are insurance supervisors. Supervisors, as determined by the 
context of the particular use, may be either the individuals working for a supervisory agency 
or authority or the authority itself. 

While the terms used in this module are suitable for the purposes of this module, it may be 
that in specific real situations, more detailed definitions or explanations are necessary. These 
more detailed definitions may also vary between jurisdictions.  

Some terms may not have unique meanings, and definitions contained in various sources may 
differ. To avoid ambiguity and reduce the risk of misuse and misinterpretation, readers should 
take care to be comfortable they are clear on the definitions of the terms used.  
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2 Vulnerabilities of the markets 

2.1 Nature of the vulnerabilities 

Financial institutions, including insurance entities, have become major targets of ML/TF 
operations because of the variety of services and investment vehicles offered that can be used 
to conceal the source of money. 

ML/TF poses significant reputational and financial risks to insurance entities, as well as the risk 
of criminal prosecution if they become involved in laundering the proceeds of crime. 
Involvement in ML/TF can lead to the loss of the insurer’s license, or the large surrenders may 
cause a liquidity problem for the insurer. 

Primarily, an insurance entity needs to use the services of a bank to transfer monies to and 
from the client. The involvement of an intermediary financial institution makes insurance less 
vulnerable to ML/TF than banking. 

Nevertheless, an insurance transaction can be a very significant part of the layering process. 
Therefore, the insurance industry is at risk of being misused by criminals for fraudulent 
activities. The financial resources of insurance companies and their methods of doing business 
attract fraudsters. However, as mentioned above, the nature of the insurance business means 
that other financial institutions are more vulnerable to ML/TF. Because of their ability to move 
funds quickly and the inherent confidential relationship between bank and customer, banks 
are particularly vulnerable to ML/TF. 

2.2 Case study 1. Life insurance: “Operation Capstone,” Colombia 

The authorities in the United States, the Isle of Man, Colombia, and other jurisdictions worked 
together to expose a very sophisticated scheme that laundered some $80 million worth of 
Colombian drug proceeds over several years. International insurance brokers—some affiliated 
with and some independent of the cartel with little relevant knowledge—were manipulated to 
place monies with international life insurers. Their focus on commission income obscured any 
thoughts about money laundering, such as “know your customer,” wealth of the policyholder, 
or unusual methods of payment of the premiums. In some cases, the funds came to the US 
through a kind of underground banking system. 

The brokers had much autonomy and control over policies. Some had pre-signed payment 
instructions for early withdrawals and used existing policies owned by sometimes 
unsuspecting policyholders who had no knowledge of the transaction by way of “top-ups.” A 
top-up is the process of adding lump sums to an existing investment-type insurance policy. 

The cartels routinely surrendered the life insurance policies after relatively short periods, 
receiving “clean” surrender benefits from the insurance companies. 
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The insurers involved had inadequate procedures and controls, and little reliable information 
about the brokers or the policyholders. They did not recognise indicators such as payments 
from third parties, through currency exchanges, or via consecutively numbered checks and 
money orders. 

2.3 Case study 2. Non-life insurance: “The Red Dawn,” Eastern Europe 

An Eastern European oil and gas company paid premiums to a European insurer on the basis 
that the insurer would repay them if there were few or no claims. The risk covered was goods-
in-transit, a non-life insurance business. No claims were forthcoming, and part of the 
premiums were repaid, but to a company later found to be owned by certain directors of the 
unsuspecting utility company. These directors had fraudulently extracted monies from their 
employer by using a class of business that had few claims and exaggerated the premium rates. 

As discussed above, in most jurisdictions, this form of fraud comes under the legal definitions 
of money laundering. 

2.4 Insurance product types 

The terms “insurance” and “insurance business” cover a variety of products and services under 
which risks are underwritten and processed within the insurers. It is necessary to have a 
comprehensive understanding of the risks involved and a need for a risk-based approach when 
supervising all aspects of insurance, including AML/CFT. 

Life insurance and non-life insurance can be used in different ways by money launderers and 
terrorist financiers. The vulnerability depends on such factors as the insurer’s customer type, 
the products and services it offers, geographic distribution of its customers and/or beneficiary 
owners, channels of distribution and the controls it has place. . In practice, life insurance is 
perceived to be the predominant class being used by money launderers and terrorist financiers. 

2.4.1 Non-life insurance 

ML/TF within the non-life insurance can be seen through false claims. Note that non-life 
insurance is sometimes called property and casualty insurance or general insurance. False 
claims occur when money launderers purchase legitimate businesses, then through arson or 
other means, cause a bogus claim to recover part of their investment. For example, in Florida, 
the Cali drug cartel purchased a gold refining plant which was destroyed in an act of arson. 
However, a characteristic of insurance that differentiates it from banking is that insurance gets 
a second chance to “know your customer” and stop the payment of the claim until the loss 
adjuster—i.e. one who investigates, quantifies, and certifies losses—is completely satisfied that 
it is bone fide. In the above case, Lloyd’s of London refused to pay the claim, and some 
individuals were indicted. 
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2.4.2 Reinsurance 

Another form of ML/FT using non-life insurance involves reinsurance. The relevant reinsurers 
normally would have connections, either through influence or through affiliation, to the money 
launderer and or terrorist financiers. 

Figure 2. Money laundering using reinsurance

 
Examples of ML/TF using reinsurance are: 

• Establishment of bogus reinsurers to launder the proceeds of crime  

• Establishment of bogus insurers to place the proceeds of crime with legitimate 
reinsurers  

• Deliberate placement by the insurer of the proceeds of crime with reinsurers to 
disguise the source of funds.  

Figure 2 shows one way in which money laundering might be done using reinsurance. In this 
case, the criminals have used some of the proceeds of crime to purchase both a legitimate 
non-financial business and a reinsurer. The non-financial business purchases insurance against 
various esoteric risks from a legitimate insurer. The insurer, which is uninterested in retaining 
any of these risks, nevertheless has agreed to write the insurance policies and fully reinsure 
them under a fronting arrangement with the reinsurer. The insurer’s reward for participating 
in the process is a guaranteed fronting fee of 7.5 percent of premiums, which is attractive to 
its management in light of the fact that it has retained no insurance risk. 
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Since there is little or no insurance risk under the policy, the reinsurer earns large profits on 
the transaction, which it could return directly to its owners, the criminals. In the example, the 
trail of funds is further disguised by layering, using a second reinsurer, also tied to the 
criminals, to which the first reinsurer retrocedes business. 

2.4.3 Life insurance 

It should be noted that there are several types of life insurance. The products can vary both in 
the form of the payment of the premium—single, or regular ongoing—and the extent to which 
they provide coverage or are oriented towards investment. 

Because of their investment nature, unit-linked policies and the sale of second-hand 
endowment policies, wherein the beneficiary has sold the right to the proceeds to a third party 
prior to maturity, are the contracts more subject to abuse. If there is no built-up surrender 
value, and payments are made only after death, the chances of misuse is remote. 

Examples of the types of contracts that are particularly attractive as vehicles for laundering 
money are single premium investment policies: 

• Unit-linked single premium contacts  

• Purchase of annuities  

• Lump sum top-ups to an existing life insurance contract  

• Lump sum contributions to personal pension contracts.  

When a life insurance policy matures or is surrendered, funds become available to the 
policyholder or other beneficiaries. The beneficiary to the contract may be changed to others, 
possibly against payment, before maturity or surrender to benefit from any insurer payments 
to the beneficiary. A policy might be used as collateral to purchase other financial instruments. 
These investments may be merely one component of a sophisticated web of complex 
transactions and often will have their origins elsewhere in the financial services system. 

If, for instance, the criminal uses the most common form of money laundering, a single 
premium life insurance policy, the money launderer will look to take back the monies by early 
surrender or by way of a fraudulent claim. 

Whether from the life sector or the non-life sector, suspicious transactions always should be 
reported. 

2.5 Insurance intermediaries 

Throughout this module, “insurance entity” is used to include insurance agents, subagents, 
and insurance brokers. Part of the vulnerability of the insurance sector is due to the extensive 
use of such intermediaries. Insurance intermediaries, independent or otherwise, are important 
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for distribution, underwriting, and claims settlement. They often are the direct link to the 
policyholder. Therefore, intermediaries should play an important part in AML/CFT. When 
introducing clients to insurance companies, the insurance entity should decide how much 
reliance should be placed on the work of intermediaries, bearing in mind that the ultimate 
responsibility is with the insurer or reinsurer. Past experience clearly shows that some insurance 
intermediaries have not always taken their AML/CFT responsibilities seriously enough. Some 
intermediaries have been known to have been created specifically to assist with the criminal 
activities and launder money. The same principles that apply to insurers generally should apply 
to insurance intermediaries. 

2.6 Concealment of criminal interests within legitimate business 

The establishment or purchase of a legitimate trading or financial services company is central 
to many methods of laundering. An organised crime group could, for example, be based and 
own a bank in South America, and own a series of restaurants and a life insurer in Europe. The 
laundering process could be effected through one or all of the above entities. The proceeds 
of crime could be directly invested in the European restaurants or used to purchase insurance 
policies with a European life insurer. They might also be layered, by first channelling them 
through the group’s South American bank. Eventually, clean funds are returned to the group, 
for example, in the form of surrender benefits from the life insurer and dividends from the 
bank and the restaurants. 

Figure 3. Money laundering using different parties

 

The life insurer in this example may or may not be affiliated with the organised crime group. 
This is one of the important reasons that great emphasis is placed on due diligence, or “fit and 
proper tests” on individuals concerned with the ownership and management of insurers. These 
tests are important both at the application stage and when any subsequent changes are made.  
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The supervisor should be satisfied that owners and key functionaries have the requisite levels 
of competence for their roles. It also should ascertain whether they have the appropriate ability 
and integrity to conduct insurance business, taking account of potential conflicts of interests. 
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3 Addressing the vulnerabilities 

The FATF is the primary international body responsible for AML/CFT, but the IAIS also plays an 
important role in describing measures that insurers, intermediaries, and their supervisors can 
take to address these vulnerabilities. 

The IAIS gives high priority to AML/CFT. IAIS considers the FATF Recommendations to be the 
standards in the field of AML/CFT for insurance entities and insurance supervisors. 

3.1.1 AML/CFT legislation 

In most jurisdictions that have the relevant legislation, these laws require individuals to report 
not only knowledge of the crime but also suspicions of any money laundering offense. All 
persons, even those tangentially involved, usually are covered by the legislation, from the 
banker and lawyer to the waitress who inadvertently might have overheard a conversation. Of 
course, this requirement includes all insurer and insurance broking company staff, not just the 
senior management. 

The legal framework may impose both direct and indirect reporting duties. In the case of a 
direct duty, the law stipulates that suspected cases must be reported. The indirect system 
provides that a financial institution could be found guilty of money laundering unless it has 
filed a suspicious transaction report to the Financial Intelligence Unit. The FIU is a special unit, 
usually made up of police and customs officers, formed to investigate financial crimes, 
including money laundering. FATF promotes the first method. 

3.2 Responsibilities of insurers and intermediaries 

The main principle in AML/CFT legislation is that institutions must know their customers, often 
referred to as KYC, or “know your customer”. To do so, they must perform customer due 
diligence (CDD), the process of verifying the identity and ensuring the fitness and propriety of 
a prospective or existing policyholder. Adequate due diligence on new and existing customers 
is essential. It is exactly the main principle of good underwriting. For sound business practice 
and proper risk management, insurers already should have in place controls to assess risk and 
check business relationships. 

Because customer due diligence is a business practice suitable not only to assess commercial 
risk but also to prevent ML/FT, control measures should be linked to these pre-existing 
practices. Thus, in theory, the requirements of AML/CFT are the same as those used to make 
optimal profits. A life insurer needs to know the age, gender, identity, state of health, lifestyle, 
geographic location, and life expectancy of an insurance applicant. Examples of the extra 
requirements to “know your customer” for AML/CFT purposes are the proof of identity, the 
reasons for wanting to take out the policy, the source of funds, the source of wealth, the 
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frequency and scale of activity, the type and complexity of the business relationship, whether 
or not payments will be made to third parties, and any bearer arrangements. 

It should be understood that there are important financial considerations for insurance entities 
in complying with AML/CFT principles. Typically, legislation requires insurers to: 

• Initiate procedures for verifying client identities (CDD)  

• Initiate recordkeeping procedures for CDD and the transactions  

• Set up internal reporting procedures for suspicions, including the appointment of 
a Compliance Officer/Money Laundering Reporting Officer  

Periodically assess the level or ML/TF risk for all clients 

• Train employees in the relevant legal requirements and the required procedures.  

The costs of instituting the above, revising computer programs, producing new manuals, and 
being subjected to targetted AML/CFT supervisory and internal onsite inspections and internal 
audits, can be significant. However, the CDD, initial and ongoing, is important from the 
underwriting and reputational aspects as well as the AML/CFT aspect. Thus, in the best-
managed insurance entities, most of these cost requirements already exist, even if there were 
no additional AML/CFT-related expenses. 

Insurance entities are expected to appoint Compliance Officers to lead their AML/ CFT efforts. 
In-depth training concerning all aspects of the relevant legislation and guidance and AML/CFT 
policies and systems will be required for the Compliance Officer. In addition, the Compliance 
Officer will require extensive initial and continuing instruction on the validation and reporting 
of suspicious transactions and on the feedback arrangements. The person also should keep a 
register of all reports made to the law enforcement authority and all reports made to her or 
him by key staff. 

Factors that may increase or help to mitigate risk are dealt with in the legislative frameworks 
of various jurisdictions. In some jurisdictions, short-term life insurance contracts of, for 
example, three years, might be allowed, while in others this is either not legally possible or 
non-existent because of fiscal prohibitions. The same applies for the early surrender of the 
policies. 

Another factor is the possibility of changing the designated beneficiaries without knowledge 
or consent of the insurance companies. In some jurisdictions, this could be possible, while in 
others it is not common practice or not legally possible. 

3.3 Responsibilities of supervisory authorities 

To facilitate the prevention and detection of ML/FT in insurance entities, it is important that 
insurance supervisory authorities have adequate powers, including the authority to: 
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• Conduct onsite compliance visits, including the ability to inspect all books and 
records of the insurance entity and should be able to impose adequate 
administrative sanctions for failure to comply with such requirements;  

• Exchange information and cooperate with national and international law 
enforcement authorities, international insurance supervisors, other financial 
services supervisors and other investigative and supervisory authorities;  

• During the licensing process, take account of the extent to which an AML/CFT 
regulated insurance entity proposes to have AML/CFT measures in place. and  

• File a suspicious transaction report when relevant information is found, for 
example, during an onsite visit, and to have protection from suit for filing the 
report in good faith.  

However, it is not enough that the supervisory authorities have adequate powers. They also 
must have the resources and capabilities to implement these powers and then exercise their 
authority as appropriate 

 

Exercises – Section 3 

Ex 1 On one or two pages, prepare a checklist for a forthcoming AML/CFT onsite 
inspection of a life insurer that writes life insurance and pension contracts 
domestically and in foreign jurisdictions. The checklist should include actions 
that you want the insurance supervisory staff to perform and questions for 
the appropriate staff of the insurer. 
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4 Further reading 

4.1 General sources  

Many texts are available covering the material in this module. These are typically written at the 
level of university undergraduates.  These texts may also go beyond the scope of this module, 
but usually include introductory chapters on the basic topics.  

When reading these texts it is useful to distinguish between the principles being developed 
and the details of their application in a particular environment.  Also, note that as the 
environment changes the relative importance of issues may also change. 

Other sources of information are also available.  For example, in many countries there is an 
insurance institute of some form. The Chartered Insurance Institute (CII), based in England, 
provides a range of good educational programs and has links to more than 70 other insurance 
institutes’ worldwide (see www.cii.co.uk). 

In some case supervisory websites can also be valuable sources of information. This can be 
particularly the case when supervisors publish explanatory information explaining their 
requirements and approaches. 

http://www.cii.co.uk/
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Appendix 1:  Answers to Exercises 

Exercises 

Answer 1    When possible, insurance supervisory staff should verify that the answers given 
to the questions below are borne out in practice by inspecting any relevant 
documentation. 

Supervisory staff should inspect a sample of files and assess that the “know your 
customer” procedures are in place and are adequate. The files selected should include 
contracts written directly and through intermediaries, for clients in various jurisdictions. 
Both active and terminated contracts should be reviewed. 

Supervisory staff should look particularly at the geographic spread of policyholders and 
at the lapses in each area. 

Suggested questions include: 

o How is the insurer structured? How many people are employed by the insurer? 
What types of policies are written, for example, single and periodic premium; 
regular and unit-linked; endowment, whole-life, and term policies? What is the mix 
of business by gross premiums paid in the last 12 months, for each geographic 
area?  

o Who are the compliance and money laundering reporting officers? Will there be 
any conflicts of interest with, for instance, remunerated sales targets? What are 
their qualifications? Are they sufficiently senior, and have they been given an 
independent status so that they cannot be overruled by directors? Do all staff 
members know who these officers are? Who within the organisation is responsible 
for developing and updating AML/CFT policies, procedures, and controls? Have 
you studied where in the organisation ML/FT is most likely to occur? Can we have 
a copy of the study? When was the last review?  

o Could we have a copy of the part of your procedures manual that covers policy, 
procedures, and controls on preventing, detecting, and reporting on suspected 
ML/FT? Do you ever allow exceptions to established procedures, and, if so, what 
form do they take, and who authorises them? Have all staff seen this document 
and been trained in its use, and know their legal and moral responsibilities with 
regard to AML/CFT? Are all staff trained to identify suspicious transactions?  

o How do you test the effectiveness of the AML/CFT controls?  

o What systems do the MLRO (money laundering reporting officer) use to provide 
required information to management and to identify suspicious transactions? Are 
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these systems satisfactory? Is there software in use that highlights unusual 
transactions, such as policy top-ups, lapse rates, early surrenders? How regularly 
does the MLRO report generally on the area of responsibility and in what form 
does this report take? Can sanctions be imposed in the event that policies and 
procedures are breached? 

o Are there electronic transactions? Can these compromise the policy, procedures, 
and controls?  

o How do you “know your customers” if they are direct clients and also if they come 
through a broker, agent, subagent, and/or introducer? How are the intermediaries 
checked for fitness and propriety? Are the procedures effective for overseas 
clients? When considered necessary, do you require details of the source of the 
funds and source of wealth?  

There will be a whole range of additional, subsidiary questions relating to verification of 
clients, the nature of which is indicated by the above text. For example: 

o Do you rely on intermediaries to perform customer due diligence, or do you have 
independent tests?  
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Further information 

Web:   www.iaisweb.org  

Email:  IAIS-Implementation@bis.org 

 

 

 

http://www.iaisweb.org/
mailto:IAIS-Implementation@bis.org
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